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Abstract

Given the current developmentof the Internet, the Web,
mobilecommunicationsandservices,weareclearlyhead-
ing towardsanera of widelyintegratedubiquitousservices
sharingsomekind of global operating system.This arti-
cle describesthe idea,theobjectivesandthecurrentstate
of the developmentof the WOS-project. TheWeb Operat-
ingSystem(WOSTM) consistsof aseriesof versionedservers
whereeach onecanoffer differentservices,themselvesver-
sioned.Each nodecanact asa serveror a client. A com-
monprotocol, itself versioned,is usedfor communication
amongWOSNodes.Requestsfor servicescanbepassedon
to otherservers asappropriate. TheWOSis definedby the
combinedactionsof differentnodes.

1. Intr oduction

1.1. The Context

With theemergenceof widespreadcomputingandtelecom-
municationnetworks,an explosionof networkedandmo-
bile computingis takingplace;in turn thereis apermanent
growth in areassuchaselectronic-commerce,multimedia
applications,or large-scalehigh-performancescalabledis-
tributedcomputing. Thesedevelopmentsleadto the con-
clusionthattheglobalcomputinginfrastructureis in aper-
manentprocessof evolution.

Becauseof the rapid changesin the underlyinginfras-
tructure,it is clearthatcomponent-basedsystemsarebest
suitedfor large-scaledistributedsystems,since,asneeds
change,componentscanbereplacedor adaptedmoreeas-
ily than can entire systems. However, componentscan
themselves be programmedto act differently according
to the context in which they are immersed;we call this
versionedprogramming, and we assumethat as a con-
text evolves, the collaborationbetweencomponentsmay
changeand evolve. We call theseevolving contexts and
collaboratingcomponents– alongwith their interactions–

communities. Programmingmodelsandtechniquesbased
on the above principlesrequirean infrastructurethat sup-
ports versioned,dynamicand adaptive resourcemanage-
ment.Communicationbetweenversionedcomponentscan
provide answersto thesechallenges.Thegoalof thepro-
posedWebOperatingSystem(WOS)initiative is precisely
to createsuch an enabling infrastructurefor distributed
applications. In a technicalsense,this middleware can
be viewed asa Network OperatingSystemfor ubiquitous
computingthat spansthe higher layerson top of the en-
abling communicationnetwork infrastructure,to provide
applicationsanduserswith easieraccessto the advanced
network services.

Ubiquitouscomputing,informationandmultimediaser-
vices,highperformancelarge-scalecooperativedistributed
computing,and electroniccommerceare amongtoday’s
most relevant wide-areadistributed systems. Therefore,
theprogrammingmodelsanddistributedcomputinginfras-
tructureinvestigatedshouldspecificallytarget theseappli-
cations.

1.2. The WebOperating System

The Web OperatingSystem(WOS) approachfor global
computingrelieson thenovel conceptof dynamicallyde-
fined(or versioned)communitiesof components(software
andhardware).For example,a communityof nodesacting
asa parallel computermay now be definedby searching
thenode’s informationwarehouses(or catalogs)for there-
sourcesnecessaryto definethe virtual parallel computer.
This will thus definea new context of computation. To
dealwith change,generalizedsoftwareconfigurationtech-
niques,basedon a demand-driventechnique,callededuc-
tion, are usedfor the WOS. The kernel of a WOSNode
is a generaleductive engine,a reactive systemresponding
to requestsfrom usersor othereductive enginesusingthe
warehouses’informationto provide thenecessarycompo-
nentsfor fulfilling servicerequests.This approachallows
interactionwith many differentwarehouses,eachoffering
differentversionsof services,resource-managementtech-



niques,applications,platforms,hardware,andsoon. Un-
doubtedlythis approachwill helpto overcomerestrictions
of othermiddlewarestructuressuchasCORBA, Java/RMI
(and Jini), Globus or Legion, which requireuserconfig-
urationandcompleteresourcecatalogs,andthereforere-
strict changeanddynamismto a controlleddeploymentof
changesin components’functionalities.

The conceptof the WOS calls for a genericcommu-
nication framework as its centralcomponentinsteadof a
centralserver (or a fixed setof servers)on which clients
rely. Thereforea communicationlayer supportingver-
sionedprotocolswas developedto supportcommunica-
tions within a communityconsideringthe negotiation of
appropriateprotocolselection,communicationset-up,QoS
andsecurityissues.

1.3. Communities in computing

Networked or distributed computingmeansthat multiple
components,arisingfrom several sources,will be put to-
getherin a single context; furthermore,objectswill not
necessarilyremainin a givencontext, andmaymigrateto
other contexts. Intuitively, thesecontexts may be under-
stoodassupportingthecreationof communities.Different
communitiesmayagreeto trade,meet,or discuss,depend-
ing on the communicationprotocolsthey canagreeupon.
For instance,humanor softwareagentstradingandbroker-
ing in electronicmarketplacesmay form communitiesof
commoninterests.Otherexamplesof communitiesareIn-
ternetchat-roomsor dynamicintra- andextranetsof large
companies.We believe thatthis conceptof evolutivecom-
munitiesexhibits a potentially very rich model for ubiq-
uitouscomputing. The requiredinfrastructureto support
communities,versionedresourcemanagementand com-
municationbetweenversionedobjectswill beprovidedby
theWOS.

1.4. RelatedWork

Thereareseveralapproachesto integratethecomputational
resourcesavailableover theInternetinto a globalcomput-
ing resource.Theclosestapproachto theWOSis theJini
architectureproposedby SUN Microsystems[9]. Jini al-
lows one to build federationsof nodesor distributedob-
jectsofferingdifferentserviceseachrelyingonits own ser-
vice protocol. Lookup servicesprovide localizationand
discovery functions. Theselookup services,however, re-
quire the knowledgeof all lookup attributes. Moreover,
whatis lookedfor mustbeexactly specified,which means
that only attributesto be exactly matchedmay be speci-
fied. For example,a searchfor the nearest printer can-
not be realized. The WOS approachis qualitatively dif-
ferentandmoregeneralin that communities,i.e. subsets

of WOSNodes,defininga specificenvironmentandcon-
text are dynamicallyand autonomouslycreated. This is
achieved with versioningand powerful lookup/discovery
protocolsand generalizedservicecommunicationproto-
cols.Everyserviceis versionedin theWOS,andasuitable
versionis selectedaccordingto a ’best fit’ strategy. This
allows theimplementationof smartlookupserviceswhere
attributesneednot beexactlymatched.

Otherefforts to exploit distributedresourcesfor wide-
areacomputinginclude Linda, PVM, MPI, Netsolve [5],
Globe [11], WebOS[10], Legion [8] andGlobus [7]. In
contrastto the WOS approach,mostof thesesystemsre-
quirelogin privilegeson theparticipatingmachines,or re-
quireoperatingsystemor compilermodifications.Further-
more, they usually require architecture-specificbinaries.
The useof Java addressesthe latter issuein a numberof
projectsincluding Atlas [1], ParaWeb [3], Charlotte[2],
Javelin [6] and Popcorn[4]. Thoseprojectsaim mostly
to provideJavaorientedprogrammingmodelsfor Internet-
basedparallelcomputing. Our approachis orthogonalto
theseproposalsin thatJava orientedprogrammingmodels
could be integratedinto the WOS throughgateway inter-
faces.But theWOS is differentin that it doesnot require
any globalcentralizedcatalogof resourcesasit is, for ex-
ample,necessaryin Javelin, ParaWeb,Atlasor Globus.

2. General Characteristics of a
WOSNode

TheentireWOSis written in Java. Thisprogramminglan-
guagewaschosento achieveahighly portablesystem.Be-
causetheWOSmakesheavy useof thecommunicationca-
pabilitiesof theoperatingsystems,Javawasthebestchoice
in view of its rich featuresfor communicationandsecurity.

A WOS communicationlayer [14] wascreatedto op-
timize the communicationspeedwhile saving resources,
e.g. bandwidth,at the sametime. EachWOSNodeoper-
atesasa server aswell asa client. TheWOSNetconsists
of a seriesof versionedserversor nodes[15] which can
provide a setof servicesandresources.Thereareno cen-
tral catalogsof resourcesin theWOSNet.EachWOSNode
storesinformationaboutothernodeslocally in its own re-
sourcewarehouse[30]. In other words, no machinehas
global informationaboutall othernodesin the WOSNet.
The informationstoredin thewarehousesis updatedeach
time thenodefindsother, previously unknown nodes.Us-
ing such decentralizedresourcewarehouses,the system
achievesa high flexibility andavoids someof the bottle-
necksof systemswith a centralinformationmanagement.

Thestructureof a WOSNodeis shown in figure1. The
left sideof thisfigureshowstheserver, while theright side
representstheclient featuresof eachWOSNode.



Warehouse Warehouse

Local Host:

CPU Time
Memory Access

Services

Host Machine Manager User Manager

Network

Network

Li
st

 o
f S

ha
re

d
R

es
ou

rc
es

User Profiles

S
earch R

esults

U
ser Interface

A
pp

lic
at

io
n 

P
ro

gr
am

m
in

g 
In

te
rf

ac
e

Remote
Resource
Control

Execution
Control

User
Resource
Control

Search
Evaluation

Job
Control

W
O

S
P /

 W
O

S
R

P
W

O
S

P 
/ W

O
S

R
P W

O
S

P / W
O

S
R

P
W

O
S

P / W
O

S
R

P

Eduction & Search Engine Eduction & Search Engine

(hardware and software)

Figure1. Structur eof a WOSNode

Servicesavailableon the WOSNodearedescribedus-
ing profiles. Profilesdescriberesourceswith a list of key-
value pairs, eachpair defining a specialfeatureof a re-
source. For instance,a printer hasa specialtype (inkjet,
laseretc.), is able to print black and white or color, and
mayhandlePostscriptfiles. Eachresourcealsohasa cor-
respondingaccess-objectdescribingits methods;e.g.,for a
printer, we might have self test,economymode,etc. That
meansthat theuserdoesnot needto usethecommandline
anymore.Restrictionson resourceusagearedescribedus-
ing thesamedatastructure.

3. The WOSprototype

TheWOSprototypeconsistsof four majorcomponents:

� theUserInterface(UI),

� theResourceControl Unit (RCU),

� theRemoteResourceControl Unit (RRCU),

� theCommunicationLayer(WOSCL).

Wedescribethesecomponentsit thefollowing paragraphs.
TheUserInterfaceis subdividedin threeparts,thepro-

file editor, the resourceeditor and the requestmenu. As
mentionedbefore, eachresourceis describedthrough a
profile. TheProfileEditor helpstheusergenerateprofiles
of resourceshe wants to make available for other users.
The user has to define descriptive featuresof thesere-
sources,the objectwhich the remoteuserneedsto access
andthe parametersfor this object. All profilesarestored
in the local profile warehouse.The restrictionsfor each

profile arestoredin the resourcewarehouse(seefigure2).
The usercan assignmore than one restrictionset to one
resource.Theserestrictionswill becheckedbeforea user
canaccessthe resources.The third part of the UI, the re-
questmenu,providesaneasy-to-useinterfaceto resources
of theWOSNet(figure3). Theusercanaccessall resources
storedin thelocalwarehouseandmayalsoinitiateasearch
for new resourcesto updatethewarehouse.

The Resource Control Unit (RCU) acceptsservicere-
questsfrom the userinterfaceandcontactsseveralknown
warehousesto find a WOSNode,wherethe requestedser-
vice can be executed. First, the local warehouseis con-
tacted,thenotherknown warehousesin theWOSNet.If no
servicewasfound, a searchfor the requestedservicewill
be started. If an answeris found, the RCU asksfor the
serviceexecutionandreturnstheresultsto theuser. After
successfulexecution,thelocalwarehousesareupdated.

The RemoteResource Control Unit (RRCU) accepts
service requestsfrom other WOSNodesand examines
whetherthe executionis allowed or not. Therefore,the
resourcewarehouseis accessed.TheRRCUtransmitsthe
answerto theclient-sideRCU.Theserviceexecutionitself
is alsomanagedby theRRCU,whichcontactstheresource
warehouseasecondtimeto verify accessrights.After that,
the serviceis executedand the resultsare passedto the
client-sideRCU.

TheWOSCommunicationLayer (WOSCL)usesa two-
level approach[14]. The first level, the WOS Protocol
(WOSP),allows WOSNodeadministratorsto implement
a setof services,calleda serviceclass, dedicatedto spe-
cific users’needs.WOSPis in facta genericprotocolde-
fined througha genericgrammar. A specificinstanceof
this genericgrammarprovidesthecommunicationsupport
for a serviceclassof the WOS. This specificinstanceis
also referredto as a version of WOSP; its semanticsde-
pendsdirectly on the serviceclasssupportedby that ver-
sion. Several versionsof WOSPcancohabiton the same
WOSNode.

TheWOSPis usedto executea service,to transmitthe
resultsof theexecution,andto searchtheWOSNet. It al-
lows threetypesof commands:

1. Querycommandsareusedby a WOS client to inter-
rogateanotherWOSNode’swarehouse.

2. Setupcommandsareusedto changetheexecutionpa-
rametersof aWOSNode.

3. Executioncommandsallow a WOS client to usere-
sourcesfrom anothernode.

An exampleof the syntaxof a WOSPversionis given
in figure9 andtheAPI of the communicationlayer is de-
scribedin detail in [31].



Figure2. GUI of WOSversion 0.4: The warehouseeditor, profilesand actions.

Thesecondlayer, theWOSRequestProtocol(WOSRP),
supportdiscovery/localizationof serviceclasses,imple-
mentedby WOSPversions.TherationalebehindWOSRP
is to provide mechanismsfor WOSNodesto exchangein-
formation aboutWOSPversionsthey support. It is also
usedto obtaininformationaboutotherWOSNodesthatun-
derstandspecificWOSPversions.

A WOSNodemay“speak”acertainversionof theWOS
protocol,which meansthatit caninteractwith othernodes
usingthat version. A WOSNodemay also“know” a ver-
sionof theWOSprotocol.Thatmeans,thatevenif cannot
interactusingthatversion,it canreferaWOSNodeto other
WOSNodeswhichmight havethis capability.

WOSRPalso serves to establishconnectionsbetween
WOSNodes.A WOSPmessagemaybeencapsulatedin a
WOSRPmessage.This way, a genericserver mayreceive
all therequestsandselecttheappropriateversiontoprocess
them.

4. WOSservices

As describedabove,thesystemservicesof theWOSmake
it possibleto setupservicesandto makeresourcesavailable
to a WOSNetthroughthe profile editor. A numberof ad-
ditional servicesandfunctionshavebeendevelopedwhich

arebriefly describedin thefollowing sections.

4.1. WOSForward service

The localizationof servicesin a WOSNetis basedon the
mechanismof multiple sequentialchains[40]. Basedon
theknowledgeof theWOSNet,a nodesearchingfor a ser-
vice is building lists of nodesto bevisited. Theselists de-
fine sequencesof nodesto visit alongdisjunctpaths.The
searchmaythusbeperformedin parallelalongthesepaths.
Theoreticalaswell asempiricalinvestigationshaveshown
the efficiency of this mechanism[19]. The WOSForward
serviceexploits the principle of multiple searchchainsto
transferdata from a sourcenodeto a target node in the
WOSNetin parallelalongdisjunctpathsasshown in fig-
ure4.

Thespeedupachievedwith this servicedependson the
available bandwidthin the local area(

�
near), the band-

width
���

availableon the Internet,andthe amountof data
to be transfered.In general,we obtaina betterspeedup,
if the bandwidthin the local areais large andif the com-
binedbandwidthof all thedisjunctpathsin theInternetis
largeascomparedto onesingletransferchannel.Thedata�

to be transferis divided into chunksof data � � which
aretransferalongthedifferentpaths.It is clearthat those



Figure3. GUI of WOS version0.4: Accessingthe WOSNet.
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Figure4. Communication alongdisjunct paths.

chunksmaynot becometoo small,otherwisetheoverhead
introducedby thismethodwill neutralizethespeedup.Fig-
ures5 and6 show premilinaryresultsobtainedwith a data
transferbetweentwo machinesin EuropeandNorthAmer-
ica respectively usingtwo distinctpaths.

4.2. CORBA – WOS integration

WOSandCORBA bothachieve interoperabilitythrougha
well definedprotocol. CORBA makesuseof the Internet
Inter-ORBprotocol(IIOP) to exchangeGeneralInter-ORB

protocol (GIOP) messagesover a TCP/IP network. The
GIOPthenusestheCommonDataRepresentation(CDR)
to mapIDL typesontoaraw, networkedmessagerepresen-
tation.TheWOSin turnusestheWOSRP/WOSPprotocol
andtheprincipleof warehousesto storeinformationabout
services.Theprofilewarehousestoresserviceprofilescon-
sistingof a nameandanaccessobject(i.e., theexecutable
invoking the service).Theaccessobjectis identifiedby a
key andusesa setof input andoutputparametersfor the
execution.Thetwo systemsmayrun simultaneouslyusing
a (protocol)-bridgewhich hasbeendevelopedandimple-
mentedin Java[33]. Thetriplet [CORBA module,interface
name,parameters]is mappedonto[WOSprofilename,ac-
cessobjectkey, accessobjectparameters]enablingaccess
to theservicefrom within bothsystems.

A genericWOSAdapterasshown in figure7 providesa
CORBA clientwith theusualview of anordinaryCORBA
service,whenaccessinga WOS-basedservice.

A specificversionof theRRCU(RemoteResourceCon-
trol Unit) of the WOS allows a WOSNodeto directly ac-
cessaCORBA servicethroughtheCORBA API. Theinvo-
cationof aCORBA service(insteadof aWOSresource)is
completelytransparentfor theclientasit is thecasefor the
genericWOSAdapter. Figure8 describeshow a CORBA
serviceis invokedfrom within theWOS.



bfarbnear1

~~ bfarbnear

I n t e r n e t

bnear2

S

R

T

Rostock, Germany

WOS-repeater
Ilmenau, Germany

Quebec, Canada
Target node

Source node

188.1.166.5

15

Figure5. Experimental setupfor the communica-
tion with two disjunct paths.

800

600

T
im

e 
(m

s)

10 20 30 40 50 60 70

File size (MB)

100

200

300

400

500

700

900

0
0

Two paths
One path

Figure6. Transmissiontimesfor onepath and two
disjunct paths.

4.3. WOS for HPC

Tools for wide area,high performancecomputingusually
require all the computingresourcesto be known in ad-
vance. Often, this information is even directly compiled
into the parallel applications. The computingresources
must thereforebe exactly configuredto matchthe appli-
cations’requirements.Thisconfigurationtaskmayinvolve
tedioussetupproceduresor scriptsrequiring login privi-
leges,exactknowledgeof theresourcelocationsetc.

A versionof WOSP, calledHPWOSP, hasbeendefined
to easethis task[38]. It automaticallyconfiguresandex-
ecutesHPCapplicationsin theWOSenvironment,i.e. on
resourcesof a WOSNet.Specifically, it supportsthecom-
municationrequirementsfor HPCapplications,which are:

Configuration stage: the localization of suitable
WOSNodeswith the appropriateset of resources
(hardware and software) for an applicationand the
reservationof thoseresources.

Setupstage: thecodedistributionandlaunchof theappli-
cation.

Figure9 showsthesyntaxof theHPWOSPprotocolver-
sion.Theinformationaboutthepropertiesof theresources
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Figure 7. WOSAdapter in CORBA - generic
server.
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andtherequirementsof theapplicationareagainspecified
with the help of profiles andare kept in the correspond-
ing warehouses.The HPWOSPimplementationhasbeen
successfullytestedfor largeMPI andPVM applications.

5. Conclusionand Futur e Work

At its currentstateof implementation,theWeb Operating
System(WOS)is usefulto demonstratethepossibilitiesof
thisapproachandto testits majorfunctionality. Thelackof
securitymechanismsandclearlydefinedprogrammingin-
terfacesfoils anapplicationof theWOSin aproductionen-
vironment.However, asecuritysystembasedonautomatic
trustevaluationhasbeendesigned[26, 36] andis currently
being implemented. The WOS version1.0 is scheduled
to be releasedin the last quarterof the year2000. It will
include the yet missingcomponentssuchas the security
module,a completeAPI and a refinedjob control mod-
ule. The experiencegainedso far with the WOS system
andservicesclearly indicateits potentialfor future ubiq-
uitouscomputing,becauseany device canbea WOSNode
andany servicecanbe implemented.Theconceptof ver-
sionsappliedthroughouttheentireWOSsystemallowsfor
thenecessaryflexibility requiredby ubiquitouscomputing.
The sectionWOS Referencesgivesan overview of WOS



reservation command @ s exec_Parallel s command_id CRLF s

/* WOS_params CRLF parameter� = value
,

. CRLF */ s CRLF s

setup command ! s exec_Parallel s command_id CRLF s

/*
�

WOS_params
�

CRLF parameter = value
,

. CRLF */ s CRLF s

/* reservation_no CRLF reservation_id CRLF */ s CRLF s

query command ? s exec_Parallel s command_id CRLF s

/* to_visit CRLF site
,

. CRLF */ s CRLF s

/* visited CRLF site
,

. CRLF */ s CRLF s

/* WOS_params CRLF parameter� = value
,

. CRLF */ s CRLF s

/*
�

reply_to CRLF site CRLF */ s CRLF s

/* reply_to_msg CRLF reply_to_id CRLF */ s CRLF s

reply command $ s reply_to_id command_id CRLF s

/* WOS_params CRLF parameter = value
,

. CRLF */ s CRLF s

/* answer CRLF
reserved

rejected
CRLF */ s CRLF s

Figure9. Syntax of the HPWOSPversion

relatedpublications.
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