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Abstract. Under frequent node arrival and departure (churn) in anlayeret-
work structure, the problem of preserving accessibilitgddressed by maintain-
ing valid entries in the routing tables towards nodes thatadive. However, if
the system fails to replace the entries of dead nodes witiesrdf live nodes in
the routing tables soon enough, requests may fail. In susbscanechanisms to
route around failures are required to increase the toleramnode failures.
Existing Distributed Hash Tables (DHTSs) overlays includéeasions to provide
fault tolerance when looking up keys, however, these aendfisufficient. We
analyze the case of greedy routing, often preferred foriftgkcity, but with
limited dependability even when extensions are applied.

The main idea is that fault tolerance aspects need to bewihlalready at de-
sign time of the overlay. We thus propose a simple overlay dffars support
for alternative paths, and we create a routing strategy lwtakes advantage of
all these paths to route the requests, while keeping maintancost low. Experi-
mental evaluation demonstrates that our approach progigescellent resilience
to failures.
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1 Introduction

Dependability concerns many properties of a system, sudcasbility, reliability,
security, data integrity, availability, routing or fauttiérance. These properties are gen-
erally dealt with according to the system'’s architecturethis paper we address the
accessibility of the stored data, focusing on the routing and fault toleeaissues in
structured P2P systems.

Consistent information about the nodes in the system isartar effective oper-
ation and it is essential that a peer-to-peer system allow$afilt tolerance. Thus, a
silent node departure shall not turn the whole or part of ystesn inoperable. Though
information (data) may disappear from the system when a sddetly departs, the
routing functions that it assumed shall be taken over byrgpleers alive. This calls
for some system management and maintenance functionsasttae overlay network
organization and associated routing functions are corece@learly there is a trade-off
between the costs of such maintenance and the effectiveféiss routing achieved,
which depends of course on the properties of the particwaray structure.



The main trend in existing P2P systems is to essentiallySacupreserving stored
data and preserving consistency of the network structgineringfault-tolerant access
to the data under churn, i.e., frequent node arrival andrtieqga To provide data acces-
sibility in a system under churn, both a fault-tolerant asructure and fault-tolerant
routing need to be taken into account. In the following, wesent these aspects and
later in Section 2 we show some of the existing methods pnogifibr fault tolerance.

Distributed hash-tables (DHTS) use specialized placemlgotrithms to assign re-
sponsibility for each object to peers as well as “directeda®’ protocols to efficiently
locate objects. With regard to the infrastructure aspéely tely on a large variety of
different structures, such as rings, multidimensionatepahypercubes or other types
of graphs. One notable difference between these strudtitiesdegree that each node
in the overlay has, which, in this context, is the number afhieors with which a
node maintains continuous contact for supporting the mguthechanism. Aonstant
node degree assures low maintenance costs for the entries in the rotalgs, costs
related to the control traffic that is required to check far #iate of the neighbors and
to set a new node for an entry that is found to contain a dead.ndwafortunately, this
also means that they do not offer a significant tolerance utifaExamples include
de Bruijn-based overlays [1], Viceroy [2] or CAN [3]. OtheHDs use dogarithmic
node degree, such as Chord [4], Pastry [5], Tapestry [6] or Kademlia T#ese systems
show higher costs for maintaining the routing tables comgan the systems that use
a constant node degree. Nevertheless, they can use ditereatries when an entry
fails, which provides a good start base towardaudt-tolerant infrastructure. This is
the reason why, in our research, we are focusing on this tipeeslays.

An overlay infrastructure needs to be able to recover froituries by replacing
entries of dead nodes with entries of live nodes in the rgut@les. To update such
an entry in the routing table, one must find a node that wouldtfthat entry. Since
it is costly and mostly impossible to keep all routing tabdedries always populated
with live nodes, these updates are made periodically: &t &ae interval, maintenance
requests are issued and the routing tables are updated ohseaquence, this still leaves
a time window when entries may refer to dead nodes. Becaugmgotable entries
become often invalid under churn, the system has to additypprovidefault-tolerant
routing by finding alternative routes to forward the requests tow#nd destination. As
in [8], we say that the overlay routing dependableif a request reaches its destination.

To discuss fault-tolerant routing, we illustrate in Sext®the case of Chord-like
DHTs which usegreedy routing, one of the most-known and widely-used routing algo-
rithm. Greedy routing is simple: at each routing step, tlipiest is directed towards a
node as close as possible to the destination. This strategides fast lookup because
the number of hops is minimized. In case of node failure, dyegeuting algorithms
typically apply a “route around” strategy by using a lowetrgrirom the routing table
if the normally chosen entry contains a dead node. Expetiahegsults have confirmed
that greedy routing under node failures is an unreliabktestyy with respect to fault
tolerance and routing dependability. Indeed, the advantdgetting as close as possi-
ble to the destination at each routing step (i.e., goingeasfossible from the source)
becomes a disadvantage under node failures, as this stetppits only a small part
of the possible paths. At each routing step, the number cfiplespaths towards desti-



nation is heavily decreasing, which drastically diminskiee chances of finding a valid
path to destination.

Following the analysis of standard greedy routing, we psepan overlay structure
and a routing scheme to provide a high degree of fault toterawhile still keeping
maintenance costs low:

— thehypeer overlay is a logarithmic node degree DHT with a structuré épgrox-
imates a hypercube.

— the FT-routing strategy is an efficient routing scheme thiaiva multiple options
in the selection of a next node in the request path to prodk folerance in case
of churn.

The hypeer overlay offers the choice between many redundant pathschaisi
needed in a fault tolerant system. As all other DHTSs, it usddentifier space where the
nodes and the keys obtain IDs in a form of a sequence of birngitg dTo route towards
a node responsible for the requested key, several inteateedodes are traversed such
that the digits from the source identifier are successiveyaced by the digits of the
key identifier. Our proposed structure is loosely based oypeftube. This offers the
possibility of treating the digits in any order when routiingm source to destination,
which tunes the number of redundant paths. The redundéamg pahsiderably enhance
fault tolerance.

The rest of the paper is organized as follows. In Section 2 is&uds related work
on hypercubes and fault-tolerance support. Section 3dudbtails the motivation of
our work. In Section 4 we present our system: its structangtimg strategies and func-
tionality. In Section 5 we present the experiments condlated discuss the results
obtained. Then, we conclude in Section 6.

2 Related Work

In this section we present related work for hypercubes, whépresents the structure
that offers the highest choice for alternative paths, aeth tome of the existing so-
lutions for fault-tolerance with respect to the infrasture and the routing strategies.
Note that we do not deal with any security aspects, such agetinodes or trusted
information (this is well detailed in [9]).

2.1 Hypercube-based DHTs

There are several DHTSs that use the hypercube structurelér tr provide alternative
paths. This allows for fault tolerance, however with a pgnaf increasing the com-
plexity of the overlay maintenance.

The eQuus [10] system has a topology of a partial hypercudoeh Zertex represents
aclique, i.e., a group of nodes that are close in terms of @ity metric. The lookup
procedure is similar to Pastry [5], with the main differeticat each entry represents a
cligue and not a single node. The nodes in a clique share the Ha and keys. Thus,
fault tolerance is mostly treated from the point of view ofalavailability, and not to
achieve routing fault tolerance.



Schlossert al. [11] present HyperCuP, a hypercube structure that is bsiifieeers
join the system. A node keeps its neighbors on a per-dimemsisis, and it might have
the same node as neighbor in two or more dimensions, if na sthiable node has
been found. When joining the system, a new node contactsiatingxrandom node
which will become its new neighbor in a dimension of its cleoithe strongest point
of this solution is the idea of the hypercube constructiawédver a node may become
responsible of too many vertices of the hypercube, thusitsré may severely affect
the routing. Moreover, the usage of broadcast messagd®tagbart of the dimensions
of the hypercube may become too costly in terms of number ebages.

In [12], Alvarezet al. propose to increase the number of path connections through
the use of a hypercube structure. Each node has an identiflex mask that indicates
the ID space that the node is responsible for. The routingrihgn can be either proac-
tive, assuring a specific route to each node based on a treibulion of the IDs, or
reactive by creating on demand a route and keep it for a ogr&iod of time. The us-
age of route creation makes this solution seem more adefjuagstems where churn
rates are rather low.

2.2 Fault Tolerance with other Structures

In order to achieve fault tolerance, the resource discowvezghanism described in [13]
is based on an arrangement of multiple Chord rings, eachespensible for a keyword.
However, the system relays on a super ring which containsi to each Chord ring.
This solution aims for fault tolerance, however the supeg i$ a critical point of failure.
Wepiweéet al. [14] propose a concentric multi-ring overlay for high réligy, where
the nodes on a given inner ring form a de Bruijn graph. Thislayeassumes knowledge
about the reliability of the nodes, which normally is not as@nt in any system.

2.3 Extensions for Fault-Tolerance

Backup Nodes. The easiest and most widely adopted solution to deal witkl dedes
in routing tables is the addition dfackup nodes (redundant links). The best-known
examples are systems like Chord [4] or Pastry [5]. In Chaadhenode maintains a list
of a fixed number of successors on the ring. When an entry fad fa lower entry is
used. For the lowest entries, the list of successors maydak Lamet al. [15] propose
the K-consistent networks. Each node keeps always K nodeschtentry in its routing
table. Whenever a node from the routing table fails to redpanrepair mechanism
tries to find a new suitable node for the same entry. This tyg®laitions is obviously
limited by the number of backup nodes used. A high number okiya nodes means
a higher number of alternative paths, and so a higher prbtyatii success. However,
the backup nodes need also maintenance, so the disadvataegs in the additional
costs imposed by maintaining more node entries in the rgtiéibles.

Reducing the number of dead entries. Castroet al. [8] use a different approach to the
ones mentioned so far, proposing techniques to detect rmdldec and repair routes.
They apply this solution in MSPastry, a particular implemagion of Pastry. These tech-
nigues successfully decrease the number of dead entriks iouiting tables, however



there is no solution to completely eliminate them, which ngethat there is still the
need for routing around failures.

Replication. Replication is one of the most simple solutions for fauletance, where
several replicas of the same object are placed at diffexds These nodes are either
chosen uniformly in the identifier space, in the neighborhafdhe destination, or using
a replica function [9]. Replication can be easily applied@®mplementary solution to
any fault-tolerant infrastructure or routing solution.

2.4 Fault-Tolerant Routing

For dependable routing under failures, Aspeaies. [16, 17] propose two extensions for
greedy routing. When a node cannot find another node thabsecto the destination
than itself, it can use eitheandomre-route (random choice of another node to forward
the request to), obacktracking (sending back the request to the previous node in the
request path by keeping track of some visited nodes). Thesextensions provide
reasonable results, however, they still exploit only a $mahber of possible paths.

Backtracking is however a good technique to enlarge the euarabalternative
paths, but it is not well exploited when used with greedy ir@utA request that gets
close to the destination, but is forced to use backtrackimgild do small back hops,
which means that the gained number of alternative pathsinsrseall.

Another possibility to increase the request success ratglisdant routing (as it
is called in [9], orparallel routing as in [18]). In this case, several copies of the same
request are sent towards the same destination throughetiffpaths. In [9], for fault-
tolerance, such copies are sent from the source to a set o¢ighbors towards the
nodes that own replicas of the requested object and follpdifierent paths. Indepen-
dently of the choice for the next hops of the paths, when apglyedundant routing,
more requests are sent in the system, so more processimyisaeat the nodes. This,
obviously, increases the costs considerably.

In contrast to the existing solutions for fault tolerance, am to improvedepend-
ability by allowing at each routing step to consider the maximum remolb possible
alternative paths, even if no failure has been detected yet.

3 Motivation

To provide a high level of fault tolerance, we consider itegsary to take into account
both the overlay and the routing strategy.

3.1 On The Dependability of Greedy Routing

Many DHTs use greedy routing to forward the requests beaailise simplicity. This
strategy gives good results in terms of path length, butstlimaitations in the number
of paths it can exploit. To get from source to destinatioeggly routing adjusts the bits
from left to right when the request is forwarded to the next hothe request path. This
strategy generally leads paith convergence: the last hops of most requests for a certain



destination pass through only a small set of nodes, whichraustly the preceding
neighbors. Under a failure-free operation, these nodelikatg to be overloaded if the
destination is very popular. Furthermore, if one of thertsfahe traffic will be severely
affected.

6410

Fig. 1. Example of Chord with an identifier space2t = 64.

Systems such as Chord [4] or Pastry [5] suffer from thesetditioins of greedy
routing. A graphical representation of a Chord example @wshin Figure 1. In Chord,
each node and object hasnabit identifier on a2™ ring, obtained by respectively
hashing the IP address and the name. The objects are mapihed teubsequent node
on the ring. For routing purposes, each node has a routirlg téith m entries, each
entryi pointing towards the first node on the ring at a distance ofmum 2¢, where
1+ = 0..m — 1. Conversely, each node is in the routing table of other nosted has
incoming links from these nodes. In the example of Figure5l(dut of 40) nodes are
shown on &° ring. The incoming links of node 22 are shown with dashed diags,
and its outgoing links are shown with solid dark lines. Wieigeh of the outgoing links
points to nodes at a distance close to a power of 2 away, ttendisfrom the incoming
link nodes is less predictable. Each request is forwardegrégdy routing, following
always a clockwise path, as for example the request going frade 61 to node 22 in
three hops (the dashed grey line).

Figure 2 shows, in percentages, the cumulative distributioction (CDF) of the
number of requests that are received per incoming link in er@ike system with no
node failures. In this experiment, the identifiers are mdppen = 15 bits. The system
has 10,000 nodes and 20,000 keys, with 200,000 requestsmiyfissued. As can be
seen on the left-hand side of the graph, most of the traffiedsived from the incoming
links with small distances, which limits the possibilityrfiedundant paths. More than
80% of the traffic is received from the incoming links2ataway, wherei < 4. Note
that the first entries of the routing table (small values)ahay point to the same node
because of the inter-node distance. Thus, the predecedsorsode are critical nodes
because they bear the majority of the traffic for that nodsutth a node fails, the rate
of request success drastically decreases.
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Fig.2. The Cumulative Distribution FunctionFig. 3. Failure rate of greedy routing. The
(CDF) of the percentage of received requedtigh percent of failures shows that greedy
per incoming link 2%) in a Chord system usingrouting does not exploit the redundant
greedy routing. paths.

In the experiment under failures, whenever a routing tabteyaefers to a failed
node, a lower entry is used instead. Figure 3 shows the pagenf failed requests
when varying the percentage of failed nodes. The graph stimatghis strategy is not
dependable: when half of the nodes fail, half of the requedstsfail.

The main reason for this poor performance is that alteraataths are not exploited.
At each node, the request is sent as close as possible to stieatien. This means
that the distance between a next hop negg and the destination, of a request is
minimal. Unfortunately, it also means that the number ofsfie alternative paths is
minimal once the request has reachgg. As an example, a request in Figure 1 goes
from noden, = 61 to nodeny = 22, by going through nodes 15 and then 19, according
to greedy routing. The possible alternative paths go thnaagh of the incoming links
of ng: 5,12, 13, 16, 18 and 19. At,, greedy routing chooses,;, = 15. When this
node is reached, the request (which always travels cloejwmay pass only through
the incoming links 16, 18 and 19. If these nodes fail, the esjwill also fail to reach
its destination, even though alternative paths franhrough the incoming links af,
nodes 5, 12, or 13, would be valid.

Another aspect of this kind of overlays is that the outgoingd of a node are not
exactly at2! distances, so the request does not necessarily f@igumps. This fact
prevents from applying a deterministic routing strateggxploit other valid paths.

All these observations uncover the mismatch between theajgaoviding fault
tolerance and the means used for lookup with greedy routing.extensions for fault-
tolerance may give good results, however, if better supfoorexploiting alternative
paths is already considered at overlay design time, eveerlvesults may be obtained.

3.2 The Hypercube Structure Approach

Based on the above observations, we seek for a structurbebbprovides alternative
paths, where the routing algorithm is able to process in adgrahe digits from the
source identifier to match that of the destination. In suctesathe total number of



available paths is:!, wherem is the number of digits in the identifier sequence. After
bits have been treated, the number of available pathis 7)!. Such a routing pro-
cedure that exploits alternative paths is well achievablgypercube structures. Some
hypercube based systems were already described in Section 2

In a hypercube architecture wifii nodes, each node hagdlog N) node degree,
where the number of neighbors is equal to the number of dilmessEach neighbor
has an identifier that differs by exactly one digit.

The problem of using the hypercube for an overlay is thatqtinees complex pro-
tocols to deal with churn. When new peers join, the numbeiroédsions has to be in-
creased. Conversely, when peers leave the system, thayhed to treat the dimension
split problem. Because of these problems and the high dusitstteatment induces, de-
terministically constructed hypercubes are not suitablerovide fault tolerance under
high churn.

However, to take advantage of the (structural) availabdit alternative paths for
routing in a hypercube, while avoiding the drawbacks of éased maintenance costs
for rearranging the structure in case of churn, one couldamsapproximation of a
hypercube that is built probabilistically.

In our study, we seek to achieve this by assigning non-ran@@mvhen peers join.
The idea is to assign to a new nodg an ID that is exactly at a power of 2 away
from an existing random node,. Thus, a hypercube vertex is setitg and an edge
is created fromm,, to n,. As more peers join, new dimensions of the hypercube fork
spontaneously by populating its edges and vertexes. Irstefrthe overlay structure,
after noden,, joins the system, node, will haven,, at entryi of its routing table, and,
will be at exactly2? away fromn,,.

Figure 5 illustrates this structure, which we call a psebgpercube. It has an al-
most deterministic node placement, and as a consequen@gmm@ute almost deter-
ministically. Greedy routing is still supported, but we cdso use non-greedy routing
algorithms that are more efficient for fault tolerance, aspnted in the next section.

4 hypeer Design

Our design goal is based on the discussion in the previoumsscWe proposéy-
peer, a DHT with a ring structure embedded in a directed pseudueitube supporting
several routing strategies.

The nodes and the keys have IDs in an identifier space of l&fgtiwherem is
the number of bits in the identifier sequence. The respditgifir a key is given to the
first node that follows the key on the ring (as it is the casetior@).

In contrast to the common method of using a hash function tp tha nodes on
the ring, we choose to assign the node identifiers in a way pjooxpmate a hypercube
structure by trying to maintain an even inter-node distaueal to a power of 2 despite
churn. We calinter-node distance the distance between a node and its predecessor.

Each node has a link to its predecessor and successor onghsee Figure 4). The
routing table of a node contains entries which are, with & pigbability, at exactlp’
away, withi from 0 to m — 1. These are the neighbors of the node in the hypercube.
The links between a node and its neighbors are shown wittwario Figure 5. The
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nodes2™~! away from each other have bidirectional links (they are irafietrical
opposition” on the ring) and are denoted by black arrows.grag arrows are the other
links in the hypercube approximation.

The routing procedure is based on replacing the bits fronsdluece 1D by the bits
of the destination ID, i.e., bitfrom the identifier sequence is replaced through a jump to
a node aR’ away. Our hypercube structure provides in most cases lowkartls nodes
that are exactly a2° away. However, in some cases, and mostly for small valués of
links may point to nodes that are not exactly2atway. Thus, a jump to such a node
would affect also some of the bits at the right-hand side eféplaced bit. One or more
of the bits on the left side may be affected only when changibigfrom 1 to O, because
of the resulting carry over. Thus, hypeer there are not only links towards nodes with
only one bit changed as in a proper hypercube. To construob@ep hypercube, the
i*" link should point counterclockwise if thé" bit is set, and clockwise if it is not set,
which would create double links between nodes.

A fault tolerant routing strategy must provide a large numtifealternative paths
even when the request is close to the destinatitos¢ means a small number of digits
that are different in the source and destination identificasequences). As a conse-
quence, we propose a solution where the request followd stepk in the beginning of
the routing path (where the low-order digits are treated)then longer steps (treating
higher-order digits). It is clear that when no failures agdhe strategy gives similar
results to greedy routing, because the number of hops te eotgquest is of the order
O(log N), assuming that we can treat the bits in any order. Howevegnvidilures do
occur, this strategy exploits a much higher number of pésgisiths, as the requests are
routed around failures with a higher probability.

In short, we are applying simple modifications to Chord-Blketems. Chord cannot
easily exploit redundant paths because of its non-deté&mim node placement that
does not permit treating digits in any order, so we are fixitig by adding some deter-
minism in the placement of the nodes. This is obviously athgeous for the routing
strategy due to the control of node position. Besides faldtant routing, this structure
can also adopt a routing strategy to balance the traffic loadepath towards a popular
destination.



4.1 hypeer Overlay

Our system has the IDs assigned deterministically, withptirpose of creating a hyper-
cube-like structure. The main idea is to maintitinks between the nodes and implic-
itly an inter-node distance of a power of 2 in order to takeaadage of the redundant
paths of the hypercube for routing.

We start dealing with fault tolerance at design time of ouertay. As explained
before, we do not use a hash function to map the nodes on thehen a new node
arrives in the system, it sends a request to a random key ¢btgined by hashing the
IP address of the new node). The node responsible for thaadtdy the new node as
a2’ neighbor. A new vertex and the edge between the existing andéhe new node
are thus populated. The joining procedure is shown in Atbaril.

Algorithm 1 Noden, receives a Join Request

0: {First decide whethen,, or its predecessor assigns the}|D
1. if dist(pred(na), na) > dist(ng, succ(ng)) then

2: Send the request jored(nq)

3: else

4: {Check each entry of the routing tableRT", starting from the highest entry
5. entry «— z,whereRT (x) # ng + 2%
6: if entry foundthen

7: Respond witm, «— ng + 2%

8: RT (xz) < ng + 27

9: else

10: Send request tored(n,)

11: end if

12: end if

A new noden,;, that wants to join the system has to issue a join request tsvar
a random ID. The request is routed in the system until it agriat nodex, which is
responsible for that ID.

Noden, consults its routing table to find the entry that has not yebderthat is
exactly at a power of 2 away, by starting with the highestieafpointing to the furthest
away nodes (lines 4-5). We thus give priority for perfécédges between nodes which
are atlong distances from one another on the ring (highecause these are not affected
by the inter-node distance that can vary. Nedewill be assigned with an ID equal
to (n, +2%), wherez is the entry found (lines 7-8).

In the case that, has at each entry a node at exactl@” away, the joining request
is sent to its predecessor (lines 9-10).

Noden, is chosen randomly, as the associated ID was chosen randasrdn opti-
mization, with the objective to not partition the ID spactwiemall piecesy, checks if
its predecessaned(n, ) is further away than its successaicc(n,, ), and in such a case,
it askspred(n,) to assign the ID (lines 0-2). Of course, more complicate@sws to
choose this node may be used for a better approximation diythercube. However,
randomness gives good results, as we show later in SectiBedides creating the
hypercube-like structure, this scheme also assures tifieronily of the distribution of
the node IDs in the identifier space.

After n; obtains its ID, it will start populating its routing table.ode n; issues
requests towards IDs that areaway from itself, where goes fron) tom—1. Noden,,



will wait for a short period of time before updating its raugitable withn, to allown,,
to create its own routing table.

To detect node joins and departures, the routing tablesaredically updated, in
the classic way of issuing requests to the ID that each ehtryld accommodate, i.e, a
noden sends requests to all+ 2¢, with i from m to 0.

4.2 Routing Strategies

First we present our fault tolerant routing strategy thay rha used with théypeer
overlay, and then we discuss other routing strategiesumg®ther goals such as traffic
load balancing.

Fault-Tolerant Routing (FT-routing)

Algorithm. For fault tolerance, we want to take advantage of all avhglatcoming
links of a destination, starting from the source node anagalockwise towards the
destination on the ring.

The idea of the routing algorithm is to reach the nodes thaeé lirect2? links
towards the destination. These nodes are, with a high pilitpathe nodes that are
responsible for the IDBeyId — 2¢, wherekeyId is the requested key angjoes from)
tot — 1. The value oft depends on the distance between the source node and the key,
wherekeyId—2¢ represents the furthestincoming link of the destinatienighbetween
the source and the destination on the ring.

The routing algorithm at node, is presented in Algorithm 2. We show later in this
subsection how we deal with node failures.

Algorithm 2 FT routing algorithm

1: upon receivelookup(Z’, key) at noden

2: {Receive requejt

3: if pred(ng) < key < ng then

4: {Noden is responsible fokey: succes$
5: elseifT < pred(n,) < key then
6

7

8

9

{Went too far: send to the predecessor
Send lookupT’, key) to pred(nz)
: else
{Compute next hop
10: FT-routékey, key)
11: end if

13: function FT-route(l’, key)

14: if In, € RT s.t.ng — range < T < ny, then
15: {This node is probably responsible fér}

16: Send lookufT’, key) to ny

17: else

18: {Compute newl}

19: T « T — 2% whereiis maxinT — 2° > n,
20: FT-routé T, key)

21: end if

Upon receiving a lookup request, nodg directly responds to the request if it is
responsible for the key (lines 1-4) and the request path kads



At each noden, from the request path, a next node on the request path towards
the requested key needs to be found. We use a recursivedonathich we call FT-
route T, key) with parameterd” and key. It terminates when it has found a node to
forward the request tdl" is a target (an identifier) that we aim to reach on the ring
fromn,, in a single hop. If1, is not able to directly send the requesftoa new target”
is set and the function is called recursively. In the first oAFT-routgT’, key) at any
node,T is set to the destination key, and thErdecreases in the subsequent recursive
calls with the largest power of 2 possible such thaits still between the source and
the destination on the ring. With each call, the power of Zelases and the target gets
closer to the source.

In the following, we say that a node is responsible for anftifien, if the identifier
is between the node and its predecessor on the ring (in the samas we map keys to
nodes). Furthermore, we say that a nodgrabably responsible for an identifier when
the identifier is between the node and an estimation of thiéiposf its predecessor on
the ring. When we are not aware of the position of the predeedas it is the case for
the predecessors of the nodes in the routing table) we usstiaraéion of the inter-node
distance.

Noden, needs to find a node, from its routing table which is probably responsible
for the targetl’. The condition at line 14 is satisfied, 1f lies on the ring between
ni — range (the assumed predecessor nodepf whererange is the estimation of
the inter-node distance) amgl. Since the nodes are uniformly distributed on the ring
and because a large enough estimation of the inter-nodendestshall be used, we
setrange as the maximum between the inter-node distance,0dnd the inter-node
distance of its successor. This can be easily computed ain&eows its predecessor
and successor IDs. Other values might be used as well, fongleahe average of the
inter-node distance of all the nodes that the request pahksedgh, which of course
would add this value to the request message.

The chosen estimation works well in most cases due to thetatthe inter-node
distance is the same for the majority of the nodes, as we Wdhslater in Section 5.
However, in some cases it happens that the request is sémifaway than the node
responsible for the target. The request is then sent to $monsible node by using
one or more (but only few) hops through predecessor linkegli5-7). To treat such
cases, the target itself is added to the request messagdovivamding the request to a
probably responsible node for a target (line 16).

If n, did not find a suitable node in its routing table to forward tequest to-
wardsT, it will set a new target, which i8* before the current target on the ring. For
the fault tolerance goal, we choosas the maximum value betweérandm — 1 such
that the new target is still after, on the ring (lines 18-20). This assignment for re-
cursive calls creates a virtual path where each hop is a pofagrand moreover, the
powers of 2 increase with each hop.

Note that the algorithm provides flexibility for the orderfofing the digits. If we
choose as the minimum value, this leads to a form of greedy routingrédver, ifi is
chosen randomly, this leads to a routing strategy that bakathe load on the incoming
links of the destination. This latter strategy is furthetaded in the next subsection.



Treating Failures. In the following, we show how the above algorithm deals with t
failures of nodes in the system.

If no entry from the routing table of., points to a live node (from those who
point toward nodes before the destination on the ring), welsa a dead-end has been
reached. Then, the request is backtracked to the previaiesindhe request path. The
same happens when the request needs to be sent to the pseddtins 5 of Algo-
rithm 2) and the predecessor is down or a dead-end. To be @lisetbacktracking,
before forwarding a request, a node adds its ID to the reqoessage.

However, if the suitable entry is down or a dead-end, butrotfueles from the
routing table are not;,, chooses another entry as followsnlf has found a node that
is probably responsible for the target, but it is down or addead, it will choose a
node at a higher entry (starting from the following entryirgpup), in order to "jump”
over that target. If no node is found suitable from the highetries (i.e., alive, not
a dead-end and before the destination on the ring), a sneaitey (starting from the
previous entry, and decreasing) is used. We choose firstighehentries and then the
smaller ones because we want the request to quickly by-padaulty target, and not
to increase unnecessarily the path length in the attempaohrthe same target that
seems to belong to a dead node.

Without loss of generality, we do not consider failures @ftlestination node, as we
treat fault tolerance from the routing point of view. If thegfination node is down, its
keys are lost anyway. Any request for such a key would themtragsa non successful
lookup.

Other Routing Strategies

LB-routing and GR-routing. Alternative routing strategies to the FT-routing algamith
described above include the following:

— random+-order routing (LB-routing), where the digits are replaced in a random or-
der, but not necessarily independently. The fault tolezdaaot as high as for the
FT-routing, but considers traffic load balancing on the maty links.

— greedy routing (GR-routing), where the digits are treated from left to right. Our
overlay supports also greedy routing, however, neithdt falerance nor load bal-
ancing are expected.

Besides fault-tolerance, another advantage of altemp#ths is to reduce the traffic
load of the last nodes on the paths to a popular key. This isethgon for including
LB-routing as a routing strategy mypeer. LB-routing implements the same algorithm
as FT-routing (presented in Algorithm 2), with the diffecerthat at line 19, the new
targetT" is chosen randomly. However, to maintain the same virtudd paeach node,
the targets have to be chosen the same at each node. Othaetiww different targets
at each hop might increase significantly the path length.

The results for LB-routing have also been included in theeeixpents presented in
Section 5 as a compromise between GR-routing and FT-rauting

To additionally improve fault tolerance, several copieshaf same request may be
forwarded using a different routing strategy. This techeids called redundant rout-
ing[9] or parallel routing[18].



5 Evaluation

In this section we analyzkypeer, a structure with an uniform partitioned space, and
FT-routing inhypeer, as a good routing strategy with or without failures. To preshe
results, we compare FT-routing with GR-routing and LB-nogt

5.1 Overlay Structure

Our approach for assigning node IDs to new nodes ensurethihatre at a distance
of 2¢ from some existing node. Further, on expectation, nodesrafermly distributed

in the identifier space. To validate this claim, we have sated 10,000 node arrivals
in an identifier space &, m = 20 and then computed the distribution of inter-node
distances.
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Fig. 6. Inter-node distance for 10,000 nodes Fig. 7. Inter-node distance under churn.
in an identifier space af*°.

As can be seen in Figure 6, among all 20 possible distancesatuwost of the nodes
(roughly 95%) have an inter-node distance of eittfeor 27. Having two values with
consecutive exponent for inter-node distance is expettechuse of the continuous
change in the hypercube structure caused by the new nodlesd.arr

With this overlay we further analyzed the inter-node diseawhen dealing with
churn. The results of two scenarios are depicted in Figu(a)@& scenario where 5,000
nodes leave and then 5,000 nodes join, and alternatively gbognario with 5,000 suc-
cessions of a leave followed by a join. Here, we observe thatrcis only slightly
affecting the overlay: the inter-node distances remairoatrthe same.

Next, we analyzed the number of outgoing links that are attika’ away from the
current node, as shown in Figure 8. The maximum number ofrdifft outgoing links
is 14 (out ofm=20), because at least the first 6 entries of the routing sgibént to
the successor node, as a direct consequence of the interdistence of minimally®.
This explains the 0-percentage of nodes having a numbertgbimg links larger or
equal to 15 (the right-hand side of the graph), and also thalsnpercentage for 14
outgoing links. The main observation is that the graph hamarmasing tendance: a
higher percentage of the nodes have a higher number of mgt¢joks towards nodes
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at2? away. This means that the hypercube edgedat' are populated first, and then
the lower ones. The same observation holds when analyzinigt¢loming links.

As in the inter-node distance analysis, churn has only 4 éffact. Figure 9 shows
the number of outgoing links with the same two scenarios eBifpure 7 for an overlay
with 10,000 nodes. Again, the O-percentage on the rightttsdde of the graphs is
justified by the inter-node distance, which has not been pedy churn. Moreover,
the graphs continue to show the increasing tendency.

We can thus conclude that our join algorithm produces a strac¢hat is quite uni-
form and regular, which is key to deterministically locatglundant paths and route
around failures.

5.2 Routing under Failure-Free Operation

The fact that greedy routing results in big steps at the méggnof the request path lim-
its the number of alternative paths if one node in the request fails. Conversely, FT-
routing proceeds by small steps in the beginning and langes o the end. This allows
for a larger number of alternative paths until the destorais reached. Intuitively, FT-
routing can be seen as striving to “keep all options open’levpieedy routing would
rather proceed “rushing blindly”. This more careful belwavdf FT-routing, which is

key to ensuring fault-tolerant routing, is analyzed next.

In the following experiments, we consider a system with ©0,odes and 20,000
objects in a space @f", m = 15, where we issue 200,000 requests. When using greedy
routing, a request is sent to the highest node entry smhb@rdr equal to the requested
key.

We have first run experiments in ideal settings without nakirfes to analyze
the path lengths of FT-routing and to compare it againstaludgreedy routing (GR-
routing). We have also included the analysis of LB-routifaple 1 shows the average
and the variance for the path lengths obtained with the ttnating strategies ihypeer.
We note that the results obtained do not differ significantliygich indicates that FT-
routing and LB-routing perform well under failure-free ogton. The higher average



and variance of FT-routing can be explained by the fact theam better locate and
exploit very short paths, but at the same time some pathaget than on average
because of the incomplete hypercube embedding.
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Fig. 10. Comparison between the percentage of re-
ceived requests per incoming linR*f using GR-
routing, LB-routing and FT-routing with no failures.

We have then analyzed the average load on the incoming lirtke destinations of
the issued requests, by repeating the experiment showgumd-2 with FT-routing (the
results for greedy routing are shown again for comparisopgses). Additionally, we
present the results for random routing. Figure 10 shows gt FT-routing, the in-
coming links that are used the most are the furthest-awayfoom the destination. The
reason is that the requests are sent from the source to thestloode that has a direct
link to the destination. This trend contrasts with GR-rogtiwhich essentially relies
upon close links to destination. LB-routing, where the rfeap is chosen at random
among the nodes that have a link to the destination, repiaserompromise between
GR-routing and FT-routing and balances the load on all inogrtinks.

We have also analyzed the case where the request has todukckiiong predeces-
sors (because of an inappropriate estimation of the irddelistance). Under the same
experiment with 200,000 requests, the real owner of theetasgonly one or at most
two steps away. Moreover, it happens with only a small praityabf 6%. This means
that the estimation of the inter-node distance performs wel

5.3 Routing upon Failure

To validate the robustness of our routing algorithm, we hawveexperiments when a
given proportion of random nodes fail simultaneously. Tddserse scenario simulates
correlated failures, e.g., network partitions. We havesolbed how effective the three
routing strategies (GR-routing, LB-routing and FT-rogdiare at reaching a given key
right after the node failures occur, i.e., before the rautables have been repaired.

Failure Rates. We deploy two types of experiments under failures. Firstanalyze
the results for the base algorithms, and next we apply backimg to each of them. In
all experiments we vary the proportiprof failed nodes from 10% to 90%.
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Fig. 11. Failure rates: Comparison between GRFig. 12. Failure rates: Comparison between
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ing backtracking. ing a backtrack chain of 5 nodes.

Figure 11 shows the comparison between the failure ratéedhtee routing strate-
gies without using backtracking. For up to 60% node fail&Byouting has a percent-
age of failed requests equal to half of the one obtained byr@fng. From 70% on,
the results are still better for FT-routing. As expected;ioting has a percentage of
failed requests between GR and FT routing. Not surprisirglyigh percentage of node
failures, the results are similar for all three routing t&ges.

Figure 12 shows the same comparison, but this time all rguirategies use back-
tracking. In the experiments, we have used a backtrack di&modes. The results are
obviously better for each of the three routing strategigajraFT-routing obtaining the
best results, and LB-routing being in the middle. Howeverolserve that their results
differ much more this time. Backtracking acts much bettahv#T-routing than with
GR-routing, because, when the request is close to the déstirand has to backtrack,
the jumps back are larger in the case of FT-routing (un-fixiveghigh order bits), so a
larger number of redundant paths can be exploited thereBteFT-routing, only a few
requests are lost for failure rates of uppte70%. For instance, with 50% node failure,
FT-routing reaches almost always the destination (onlYlo#the requests fail) while
GR-routing can only deliver one third of the requests (3%L5The low percentage of
failed requests for even high rates of failures demonsrtiite high dependability of
FT-routing.

We have compared our results with the results obtained byéssi al. in [17].
The authors showed that backtracking is a good solution phogalternative paths,
and moreover they applied heuristics to the routing tablmteaance. Their results are
good, however we obtain better results with FT-routing fota 70% node failures.

Average Path Length. The average path lengths for the two types of experiments
(without and with backtracking) are shown in Figures 13 aegpectively 14.

When backtracking is not used (Figure 13), as expected, dttelpngth for GR-
routing is the smallest. The increase in the path length efdtifing is justified by the
additional requests (compared to GR-routing) that areessfal. For LB-routing, the
path length is the longest. This is mostly caused by the nanclaoice of the bits to
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tween GR-routing, LB-routing and FT-routingbetween GR-routing, LB-routing and FT-

under failures, without using backtracking. routing under failures, using backtracking
with 5 nodes.

be treated, which can lead in some cases to too small ordetdbite treated and thus
implying hops that are smaller than the inter-node distance

Backtracking significantly increases the path lengths lofaaiting strategies (Fig-
ure 14), since the jumps back are also counted. The resultSTfoouting and GR-
routing are getting closer. This can be justified by the retpithat backtrack when
they are close to the destination. In such cases, GR-routadges smaller hops than
FT-routing, and so it needs more hops to go back to a certaia.no

200 | CDF Requests per Hops
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g 07 T o | Routing  [Req FailuregPath avg
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Fig. 15.CDF of the number of requests per num-
ber of hops, where 200,000 requests were issued
with a maximum acceptable path length of 200
hops and of 50 hops in the inner graph.

In all experiments, we have set the maximum acceptable patfth to 200 hops.
Figure 15 shows the cumulative distribution function (CFjhe number of requests
per number of hops under 70% node failures and using a bakld¢egjuence of 5 nodes
(the total number of issued requests is 200,000). In this,cBE.86% of the requests
failed (as shown earlier in Figure 12). The average pathtkeisy34.3 hops. There is
only a small part of the requests that have very long pathscgthe very quick in-



crease in the path length at the right-hand side of the grdjtjs, we choose to limit
the maximum path length to 50 hops (see inner graph), so thests with path length
larger than 50 hops are considered as failed. In this caseavttrage path length de-
creases to 23 hops (as expected, since the increase in pgth tatil 50 hops is almost
linear), but of course the percentage of failed requesteases. It becomes 29.5%,
which is still smaller than in case of GR-routing. Table 2 suanizes these results.

The choice for Redundant Routing. At very high failure rates (80% and 90%) experi-
ments showed that the request failures tend to be indepetofiée proximity between
the source and the destination. However, the requestdaikexperienced by FT-routing
for node failures of up to 70% were identified as being mostlg tb the proximity
between the source and the destination, which severelislimé number of redundant
paths. In such cases, our algorithm could be extended teateh for paths that tra-
verse nodes outside the range between source and the teastina., by initially mov-
ing away from the destination. For example, for small diseanbetween the source
node and the destination, redundant routing could be abiesending a request us-
ing FT-routing, and another request through the higheginguable entry available,
and then apply FT-routing to take advantage of all incomingsl of that particular
destination. This could also be an alternative solutionsiogibacktracking.

6 Conclusions

The analysis on the fault-tolerant infrastructures andingustrategies shows that the
support for fault-tolerance cannot be an afterthought whiimg to provide a high
fault tolerance at low costs. Greedy routing is simple, hawdor fault-tolerance, it
lacks of dependability.

Consequently, we designed both the infrastructure andainéng strategy of our
overlay with the goal to offer the support for fault toleran@/e applied simple modifi-
cations to Chord-like systems. Chord cannot easily expdaitindant paths because of
its non-determinism in node placement that does not peredtihg digits in any order,
so we are fixing this by adding some determinism in the placemithe nodes. This
means that we may control the position of the nodes on thewhigh is obviously ad-
vantageous for the routing strategy. In contrast to the commethod of using a hash
function to map the nodes on the ring, we approximate a hygberstructure by trying
to maintain an even inter-node distance equal to a power @&pitk churn. Then, we
are also modifying the routing protocol to exploit altematpaths by taking into ac-
count all possible incoming links of the destination stagtirom the source node. The
rate of request success is much higher, and the maintenastemains low, since no
additional structures that need to be maintained are reduir

Our experiments clearly demonstrate that the FT-routiggrithm, combined with
uniform space partitioning that allows us to route deterstically via multiple paths,
provide an excellent resilience to failures.
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